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Abstract. The increase in popularity of university eLearning platforms, sup-
porting traditional methods of education, as well as new communication
tools development, make the security issues of information stored in these
systems becoming increasingly important. The general discussion on secu-
rity issues in e-learning was inaugurated by M. K. Littman [1] already in
1996. This document has been prepared to identify data security threats ex-
isting in a very specific group of computer systems - university eLearning
platforms. As a result of the security incidents database analysis and user
behavior described in the literature, thirteen security areas have been de-
fined. Activities undertaken in particular areas, described during the data
analysis, have a significant impact on at least one of three basic elements of
information security.
Keywords: eLearning, security, university elearning software.

1. Introduction

The global market for e-learning is growing very intensively, and thus the
number of e learning systems in use is increasingly high. However, despite this
significant increase, little attention is paid to security issues of e-learning, in both
research and practice.
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Figure 1. Forms of security [2]

The definitions of computer system security and basic categorization has been
introduced by Tomas Olovsson [2], as a three-layer model, presented on Figure 1.
In the model presented by Olovsson [2], the computer system security has been

divided into three categories, among them:

Hardware security, consisting of:

• Physical security, as a set of activities protecting computer equipment against
the external threats such as sabotage, theft, earthquake or flood,

• Emanation security, as a set of activities protecting against an unauthorized
signal emission from the computer hardware.

Information security, consisting of:

• Computer security, as a set of activities protecting against vulnerabilities in
computer systems architecture,

• Communication security, as a set of activities protecting the security of in-
formation in transit.

Administration-related security, consisting of:

• Personnel security, as set of activities protecting components of a computer
system against attacks by authorized users,
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• Operation security, as set of activities protecting components of a computer
system against security vulnerabilities in work organization (procedure er-
rors).

From a security point of view, eLearning systems have several unique characteris-
tics. Edgar R. Weippl wrote about this in [3]. According to him: “E-learning can be
considered a special form of e-business. The good involved is digital content that
has to be distributed, maintained, and updated. Moreover, the value of this good
has to be adequately protected from unauthorized use and modification, without
preventing students from using it in a flexible way”.

The discussion on security issues in e-learning was inaugurated by M. K.
Littman [1] already in 1996. She mentioned that “Internet access to online in-
formation can enhance a classroom instruction. However, network connectivity
generates security risks for the learning environment”. So far, this discussion has
taken place in three domains: policy [4, 5, 6], broadly defined access management
[3, 7, 8] and the intellectual property [9, 10, 11]. The analysis of publications in
each discussion threads indicates, that most of the authors tends to points out an
advanced access control as a universal remedy to ensure the safety of eLearning
systems.

2. Specificity of university elearning systems

Many universities offers a computer eLearning platforms. These platforms
expands the traditional educational process by offering educational materials, a
places for discussions and information exchange, examination systems for check-
ing the knowledge, virtual libraries, and others. University e-learning platforms
were built as open, multiserver, distributed computer systems. These systems are
often integrated with the computer systems of university administration. This inte-
gration is performed in order to pass to the eLearning application, the informations
about students and their permissions, as well as data transmission about a learning
outcomes in the reverse direction. Access to such sensitive data as:

• Personal data unambiguously identifying the student or teacher,

• faculty, specialization, year and semester,

• e-mail address,

• partial and final assessments
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means that the security has become an important challenge in order to ensure that
only authorized people have an access to the right information at the appropriate
time. The significance of this assumption is also stressed by Cárdenas and Sanchez
in [12], as well as Wang, Zhang and Cao in [13]. Academic centers also have a
specific organization of work. It is here, the computer systems are used by people
focused on acquiring the knowledge and skills, scientific researches and develop-
ment of new technologies. People who have flexible hours of work. People very
often forgetting about how valuable are the informations stored in their computers.
Students who passed the exam and received the privilege of studying in the uni-
versity, very often forget about this fact, and infected by idea of the open world,
commonly copying the teaching materials as well as sharing them illegally to col-
leagues from other universities.

The designers and administrators of university e-learning platforms should re-
member, that for these type of e-learning systems, there is a tendency for secu-
rity principles (such as data confidentiality) to be overlooked. Unlike in case of
business computer systems, educational platforms are usually subjected to internal
attacks consisting in the attempt to capture the identity in order to the unautho-
rized access to information (e.g. to pass the exam on behalf of another student or
to steal the exam questions) [14]. The threats coming from outside are mainly the
attempts to illegally obtain personal information and email addresses. Such data
are often used to distribute illegal advertising, ie. spam. In computer systems that
support the university eLearning platforms, supporting traditional forms of learn-
ing (blended learning), practically do not occur the security risks concerning the
Financial Crimes.

3. Security areas in university elearning system

Taking into account the factors presented in the previous chapter, structure of
the university eLearning system safety was developed. It is represented in Figure 2.
In developing this structure the database of security incidents (DSI) was analyzed.
This database was created during five years of operation, of the Technical Univer-
sity of Lodz eLearning platform. This platform currently supports approximately
20 thousands of active student accounts and covers the scope of its operations, all
units of university teaching.

The basis for developing the structure presented in Figure 2 was the analy-
sis of the extended model presented in [2]. During the analysis, the model was
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Figure 2. Security areas in university elearning system

progressively simplified in the way that it eliminated all the categories of risks,
which effect on the computer system security, about specificity described in Chap-
ter 2, was considered negligible, and this assertion was confirmed by the absence
of reported security incidents in the DSI. Threats of the individual layers, such as
prepared structure, was defined as follows:

3.1. Network security

Network security area has been divided into three layers. Activities that elimi-
nate the security risks in each of them have been identified as:
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Network hardware security – a set of activities designed to ensure the continu-
ous operation of the hardware responsible for the data flow in a computer network.
This area of security applies to all network devices installed in the academic cam-
pus. E-learning platform has become popular among the universities because it
gave a lot of benefits to people such as guaranteed 24-hour response to student
questions, education taking place anytime and everywhere. Given these require-
ments, the need to ensure the continuity of data transmission, is one of the most
important tasks of the eLearning system administrators. The causes of data trans-
mission discontinuity are both, hardware failures resulting from normal use and
accidents, provoked by the intention to interrupt the transmission (e.g. delay of the
exam). Unauthorized modifications to the structure of the network, in order to gain
unauthorized access to information, due to the costs and the specificity of appli-
cations (application-layer authentication) practically do not occur in a university
e-learning systems.

Computer hardware security - a set of activities designed to ensure the contin-
uous operation of the computers that provide educational information. This area
concerns the security of both data storage servers and client computers in the cam-
pus computer network. While in case of the network hardware security, the causes
of malfunction are both, hardware failures resulting from normal use and accidents
provoked by the intention to disruption the normal system operation (e.g. Denial-
of-service attacks).

Operating system security - a set of activities designed to ensure the continu-
ous operation of the computer operating systems that provide educational infor-
mation. This area concerns the operating systems security, of all computers con-
nected to the educational platform. The causes malfunction of operating systems
can be both, incorrect installations and configurations as well as malicious software
(viruses, worms, etc.), that has been installed without user’s knowledge. Within
this area of security, it should be also considered the elimination of system soft-
ware installed on purpose to gain unauthorized access to information (keylogger,
sniffer, etc.).

3.2. Information security

Information security area has been divided into five layers:
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Legal security concerns the implementation and updating, the current internal
normative acts within the university so as it always be compatible with the law ap-
plies in the country. This is one of the most important tasks of information security
administrator. Properly implemented regulations and mechanisms, allowing in an
unequivocal way to identify any attempt to breach of these regulations, can replace
many a technical solution.

Authentication and Authorisation security concerns the implementation and
continuously monitoring of precise mechanisms for eLearning platform users au-
thentication and assigning them the appropriate permissions. The intention to log
on as someone else, see mails or achievements are the most common incidents
reported to the DSI database. Therefore this area of eLearning university system
should be particularly well designed. This thesis has been also confirmed in [13].

Database security concerns the all activities to ensure the reliable operation of
the system databases and to protect them from damage. Databases are the heart of
the functioning of each eLearning system. The protection against the direct access
to these resources is organised by activities undertaken in the next layer (Aplication
Layer security). Therefore, the activity of administrators in the "Database security"
area, should be focused on ensuring an optimal performance and reliability of the
data storage systems.

Aplication Layer security concerns the activities undertaken during the design-
ing, implementation, deployment and use of applications that support university
eLearning platform. Properly designed and implemented software allows you to
eliminate many risks, e.g. destruction of databases, or steal the user data. Particu-
lar emphasis in this security area has been stressed by Shadi Aljawarneh in [15]. In
his proposed methodology, security needs to be built into all phases of the System
Development Life Cycle.

Communication tools security concerns the proper selection of communica-
tion tools and the implementation of appropriate information exchange policies
within the elearning platform. That is why the electronic communication tools,
e.g. communicators, chat, e-mail, are the weakest point of the confidentiality of
information. Electronic mail is the most popular channel of illegal distribution
of educational materials . Designing and implementing a communication system,
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which does not restrict access to information, yet eliminate existing risks is a very
difficult task. For this reason, these tasks should be isolated as a separate security
layer in the university elearning platforms information system.

3.3. Management security

Security of management area has been also divided into five layers:

Session management security concerns the proper selection of the supervising
session management software for all applications with the WEB interface. Theo-
retically, any activities in this area should be placed in the layer "Authentication
and Authorisation". However, a large number of attacks, attempting to exploit the
mechanisms of session interception, demonstrate shortcomings of the Web server
technology. The intention to draw the administrators and designers attention to the
risks associated with mechanisms of the session management, was the main objec-
tive of isolating the security of these technologies as a separate security layer.

Course management security concerns the activities undertaken by the teach-
ers during the management of their courses. The main threat in this area is usually
poor knowledge of the functionality of the eLearning platform software. Insuffi-
cient knowledge, and often also disregard for university safety policy creates errors
resulting in unauthorized sharing of copyright material. The most common steps
taken to ensure security in this area are intensive training of platform users.

Role management security concerns the activities undertaken by administrators
while managing platform roles. Permissions management through the mechanism
of inherited roles are today the most popular standard in distance learning systems
[13]. This mechanism enables to very flexible permissions allocation. But it has
a disadvantage, which is the complexity of management. A small mistake in the
definition of the selected role may allocate excessive permissions for too large
group of users. The most common mistakes of eLearning platforms administrators
are insufficient knowledge of technology and too little care in defining roles.

Network management security concerns the efforts to optimize the data flow
in a computer network. In case of eLearning systems these are difficult actions, for
the reason that many of the commonly used technologies, such as network con-
gestion avoidance ( e.g. reducing the number of concurrent connections between
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nodes) cannot be used without affecting on the data integrity (student sitting an
examination cannot suddenly be cut off from the server, just because other stu-
dents started the exam with another course). Working in this area requires a lot of
knowledge and should be begun at the design stage of the system.

Configuration management security concerns the activities undertaken during
the system functionality configuration. University eLearning platforms are usually
constructed as a distributed multiserver environment which integrates many appli-
cations. Vast number of configuration parameters requires a lot of attention and
diligence. Poor environment configuration is a frequent implementation mistake
and the cause of many frustrated users. The solution to this problem can be per-
forming a very thorough analysis of the functionality at the design stage of the
system, and also stiffening of the rules modifications at the implementation and
operation stage. Ill configuration changes during operation stage are cause of all
software malfunction incidents reported to DSI.

4. The importance of each security areas in university eLearn-
ing system

Detailed analysis of the database the DSI as well as conditions presented in
Chapter 3, allowed to determine the effect of activities undertaken in different se-
curity zones on the three basic elements of the data protection: confidentiality,
integrity and availability. The results of this analysis have been presented in Table
1. The impact of these activities in each layer is assigned to one of two levels: HI
– significant or LO – small effect. Such approach enables quick identification of
the suitability of particular administrative action. Apart from classification, Table
1 also contains the numbers, specifying the amounts of security incidents recorded
in the various layers, including identification the types of incidents (intrinsic or
forced). It is anticipated that due to the impossibility of automatic recording of in-
cidents in areas legal security, application layer and communication tools, the DSI
data in these areas are seriously understated.

Discussing the data presented in Table 1 it should be noted that the most im-
portant steps to ensure security of the university eLearning system are located in
areas Authentication and Authorisation security, Database security and Applica-
tion layer security. That is why in these areas should be given special attention
when designing, implementing and managing the university elearning system. It
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Table 1. The importance of security activities in each zones

is also important to emphasize that the actions taken in almost all areas have a
significant impact on the confidentiality of information.

5. Conclusions

The increase in popularity of eLearning systems, with large dependence on
the Internet has resulted in the appearance of new threats in the security of infor-
mation stored in these systems. This document has been prepared to identify data
security threats existing in a very specific group of computer systems, university
eLearning platforms. As a result of this analysis, 13 areas of security have been
defined. Activities undertaken in particular areas, defined during the data analysis
(The analyzed data came from the eLearning platform of the Technical University
of Lodz.), have a significant impact on at least one of three basic elements of in-
formation security. Further work will be devoted to the analysis of tools used to
ensure safety in each of the defined areas, with particular emphasis on areas where
logging security incidents were defined as intricate.
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